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Introduction:
• To ensure the security of a proper access to private 

information, passwords or personal identification 
numbers (PIN) have been used. To further enhance 
the level of security,biometric features such as 
signature, fingerprint, hand shape, eye iris, and voice 
have been considered.

• Speaker Authenticating 

1.Speaker Recognition(by characteristics)

speaker verification (SV) 

speaker identification(SID)

2.verbal information verification (VIV)(by verbal 
content)



Multiple-choice classification problem

SR
SV

SID

Speaker Authentication



A typical SV system: enrollment and test sessions.

Speaker Recognition and Verification



Fixed pass-phrase system
the spoken digit string is first recognized by an ASR 
and the standard verification procedure then follows.

Text-prompted system (A safety concern)
the system prompts the user to utter a randomized 
sequence of words in the vocabulary.

Speaker Recognition and Verification (cont.)

Text-dependent or text-constrained SV systems



Verbal Information Verification  

•mismatch significantly aspects the SV performance

•Enrollment is an inconvenience to the user

•A safety concern



Verbal Information Verication (cont.)

Tele banking system



Pattern Recognition in Speaker Authentication

Bayesian Decision Theory

the probability of being class Ci given o P(Ci|o) is the 
posterior probability,P(o|Ci) is the conditional 
probability, P(Ci) is prior probability:



Let L(αi|Cj) be the loss function describing the loss incurred for taking action when
the true class is Cj. The expected risk associated with taking action αi is





Gaussian mixture model (GMM):

Stochastic Models for Stationary Process



EM Algorithm

Stochastic Models for Stationary Process (cont.)



EM Algorithm

Stochastic Models for Stationary Process (cont.)



When Testing: assume the prior is the same for all speak
Take action 

Stochastic Models for Stationary Process (cont.)



Stochastic Models for Non-Stationary Process 

The stationary process ignored the temporal information. 
In other applications, such as speaker verification, the 
temporal information is necessary in making decisions.

A more powerful model, Hidden Markov Model (HMM) is 
then applied to characterize both the temporal structure 
and the corresponding statistical variations along the 
trajectory of an utterance.



Speech Segmentation
Stochastic Models for Non-Stationary Process(cont.) 

Viterbi Algorithm



Statistical Verification



Statistical Verification (cont.)



Statistical Verification (cont.)

False rejection : rejecting the hypothesis when it is actually true.

False acceptance: accepting it when it is actually false.

Equal error rate: the error rate when the operating point is so chosen
as to achieve equal error probabilities for the two types of error.



Speaker Verification

Speaker Authentication System



Speaker Authentication System (cont.)
VIV : with UV 



Speaker Authentication System (cont.)

Utterance Segmentation

Subword Hypothesis Testing

Confidence Measure Calculation

Sequential Utterance Verification



Speaker Authentication System (cont.)

Utterance Segmentation



Speaker Authentication System (cont.)

Subword Hypothesis Testing



Speaker Authentication System (cont.)

Confidence Measure Calculation



Speaker Authentication System (cont.)

Sequential Utterance Verification





Speaker Authentication System (cont.)



Speaker Authentication System (cont.)
Experimental Results



Conclusion

Depend on Bayesian decision theory and hypothesis testing, the 
hypothesis testing may be conducted at phrase, word, phoneme, or
subword levels.

On extension to the Bayesian theory to authentication is the 
sequential verification procedure, which can also be applied to 
speaker verification to achieve even lower equal error rates.

Currently, the fixed phrase SV system is more attractive to real
applications due to its good performances. it is easy to remember 
and convenient to use. 

since VIV is to verify the verbal content instead of the voice 
characteristics, it is users' responsibility to protect their personal 
information from impostors



To improve the user convenience and system performance, the VIV and SV 
is combined to construct a convenient speaker authentication system. 

The combined system is convenient to users since they can start to use the 
system without going through a formal enrollment session and waiting for 
model training. On the other hand, since the training data could be 
collected from different channels in different VIV sessions, the acoustic 
mismatch problem is mitigated, potentially leading to a better system 
performance in test sessions. 

The SD HMM's can be updated to cover different acoustic environments 
while the system is in use to further improve the system performance. 

VIV can also be used to ensure training data for SV.
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